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NATIONAL ROAD OFFICE ’
PRINCIPALITY OF LIECHTENSTEIN

Governance of Blockchain projects across organizations
and states: A case study ofav e h i1 clifeeyols with
Blockchain technology
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A Contributing to safety, sustainability, Blockchain mobility and autonomous driving

A Drafting and introducing European Union/Swiss/Liechtenstein policy and laws

A Stakeholder collaboration with government, EU institutions, UNECE, society and
Industry
A Issuing of driving licenses and vehicle registrationsi n ¢ | u d inanmper pldies O

A Technical inspection of all types of light, medium and heavy motor vehicles

National Road Office (NRO)
Principality of Liechtenstein

NRO is acting on behalf of the Principality of
Liechtenstein Government and its Ministry (MINF)
with the following tasks and responsibilities:

Note: Highest motorisation in Europe with 777 cars per 1.000 capita
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Liechtenstein Blockchain Act (LBA), legal certainty and due diligence

7 » ¥ . 5 Physical Validator TT Key Depository
Token”: a piece of information Token-lssuer 1T Token Depository

on a TT System which: Token-Creator  TT Protector
TT-Custodian TT Verifying Autharity

canie resem:_ . TT-Exchange 5. P TT identity Service P.
claims or rights of memberships

A LBA in force by 1 January «TOKEN» - DEFINITION
2020 .

AConcept of t he
Container Mod_ ... "
EE?RESENTATDN OF RIGHTS .

ATrustworthy W o &0 o ik

against a person, rights to

property, or other absolute or

relative rights; and Civil taw
. < {no formal req. for transfers of securities)
is assigned to one or more TT Corporate Law

Identifiers < (e.g- Demateriafized Securities)
Due Diligence Law

(clear rules for Service Providers)

A I Disposal over the Token & B
A Results to conduct business \Q( P 3??. & g

results in disposal over ig
TT keys TT Idantifim:

' the right itimizati ;
u n d e r | e g al C e rtal n ty > lwm:ﬁgﬂl‘tq:::l‘l:t::l:{mw, lin l.?-:::::-ou:nm T ..m:':?ﬁfﬁm right] (3ka private kay) (aka publc sey)

A Supervision by Financial
Market AUthOrIty (FMA) Source: Nagele Rechtsanwalte GmbH
Liechtenstein
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Vision
Managing a vehicl eodos |

with blockchain technology

V' All relevant information along the life cycle
of a car

V' Transparent, trustworthy and verified
vehicle history reports

\/ Secure reliable data exchange and
customised data ownership

V' Vehicle data digitalization in its own
ecosystem




Current situation
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Building trust and doing business

A Buying a used car is a question of trust

A Questions to reflect:
VV How can you trust?

V. What can Blockchain technology
contribute?

Note: Lemon law and Lemon Squad, Get your expert car inspection today, https://lemonsquad.com/

N Ho w toget duped when buying a
used car. Makes ur e | tlemen.on

(Jen A. Miller, April 2019, The New York Times)

Is This Your Car?

Your Rights and How to Avoid a Lemon




Vehicle ecosystem in the Blockchain mobility: Cardossier approach

Scrap merchant -

Permissioned

Manufacturer and suppliers

Buyers, L
Trust Seller, [(==% . B!OCkChaln. Importer
. Rental Distributed Ledger
: Technology —
«see Smart contract seeeee (DLT) -

Shared ledger with Single Point
R Self-Sovereign : N of Truth
: ealer,
Workshop  [ama) Identity "

. (SSI) On-line platform
Processes \ /
automated . .o

Road Traffic 4 Insurance

Authority



Chaos -~ Order
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- 3 ! = i Sy
Eream = 3 ‘ < T Sl i WW [CAICRE o=
Fleet Management

Vehicle Asset Management
(24/7/365 trusted)

Importer Process =k = s Used Car Market
Digitalization 13.20. A Form / . S = Digital Car Assessment and
Certificate of Conformity (CoC) ' : token trading (instant)

iw

Vehicle Registration L $s Leasing 4 e Maintenance Process
Tokenise Vehicle Registration i : Digitalisation of Leasing 7 Tracking Service, Repairs,
and Driver License - : a | Process W< - Accidents and Parts
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Blockchain DApp: Repair confirmation procedure (RCP)

A Liechtenstein BlockchainAct as basis to conduct bus
A From paper to e-government to Blockchain

A Create Swiss/Liechtenstein RCP DApp for multi-system usage

A Tokenise repair and use smart contract technology to fully automate RCP process

AARRapi d prototypingo is the devel opment
(3 months)

A Feasibility study conducted
A Design solutions in development phase
A DApp will finance itself by usage

Driving Blockchain Governance



Process token and smart contract

A Showcase and testimonial of DApp for Customer / Authorised Workshop and
Road Traffic Authority
A Notion of the token and smart contract will be applied for the RCP micro-process

A Development of joint-solution with multi-system approach in co-operation with
Swiss Road Traffic Authority Aargau

Driving Blockchain Governance
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Cardossier Blockchain architecture and platform overview

Web Partner core
applications systems

Web portals

= Private good

Cardossier DApp store

Public good
(commons)

ApNovum Secure Blockchain for Business (SB4B)

Platform

Note: Elinor Ostrom (1990), Governing the commons

Driving Blockchain Governance




Cardossier associliationo0s scope

Web Partner core
applications systems

Web portals

Cardossier D App store
(data market)

Approach:

AbdNovum Secure Blockchain for Business (SB4B) L Public private partnership
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Business benefits

.............................................................................................................................................................................................

A Data and asset management AProcess:

o \\ N 2 | : o
tokenisation :O'_ V standardisation
ANew business models a A& ’ V automatisation
ANew bundled service - => Cost reduction

offerings

Distributed product EShared operational
A Trusted distributed data P = P

innovation efficiency
Data Controlled customer
market iIntimacy

products and services A Owner manages and
A Purchase and sales of owner transfers value with his
data and vehicle information ARowno dat a

ANew market exchanges for ' l\‘ ' A Customised services
.2 :
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Mission statement

A cardossier to become the standard platform for data exchange and for
managing cross-company processes in the automotive industry throughout
Switzerland and Liechtenstein as test market, firstly. Then, step by step roll-
out to the rest of the European Union

A Vehicle ecosystem in the Blockchain mobility is open and jointly developed
by all stakeholders

A It democratises data access and becomes a catalyst for the digitalisation

of all actors in the ecosystem

Driving Blockchain Governance




Cardossier associlation organization chart

President

-------------------- Dr. Martin Sprenger
Road Traffic Authority
Aargau, Switzerland

Key success factor:
Lead by Regulatory Authority

Driving Blockchain Governance




Value proposition

O \/ ‘-

Transparency Trustful design Shared governance
Over all events in a Ensured by Blockchain Co-definition of the governance
vehicledbs | ife cycl etechnology In the consortium (federated)

with fraud prevention

v

Regulatory compliance Privacy (GDPR) ensured Business potential
Trusted auditable data High security and controlled New business models and
and trusted traceability data ownership process optimisation

Driving Blockchain Governance




Benefits for members

Membership

Members
can leverage
benefits such as

Voting and IP rights

Early accessing to
research studies and
customer insights

Driving Blockchain Governance
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Co-design

Members shape
the ecosystem
through

Co-developing standards

Prioritising and
steering
development

Developing and deploying
DApps according to own
business strategy

\¢/

Experience

By participating in the
ecosystem, members are in
pole position by

Gathering practical expertise

Sharing operational processes
and experience with other
members

Accessing test platform incl.
mastering Cardossier APIs and
data records

w

Marketing & PR

Benefits
of joint Marketing &
PR through

Joint press releases and events

Presence on the
website and in
marketing material

Right to use the
Cardossier
logo and name




Timeline and objectives

October 2017 January 2019 July 2019

AoNovum (DS voozas omag Y BEX mobility

of Cardossier association

Research and develop a Expand development and project
first Minimum Value Product partners in the ecosystem and prepare
(MVP) go-live

Driving Blockchain Governance

January 2020

@ Go-live Cardossier

Continue development and
expansion covering additional
areas of the ecosystem




Car do s sasseagiabher members

Lucerne University of
Applied Sciences and

HOCHSCHULE
LUZERN

Informatik

AbNovuM  amag “IUEL: auto"‘

I_ e a Sl ﬂ 8 Schweizer Partner fiir Fahrzeugdaten SCO UT 24

~—— '1; , SLMSSL N

u*** mOblllty PostFinance'n O scrvmrcer esingtara Audatex gi.r'l‘:i‘ﬁ'lr”f:tat
SRy ‘ schweiz T

NATlO’;fR(')AD e \0) die Mobiliar dlU tO suisse Em:mirey /—. MultiLease

OFLIECHTENSTEIN

Taming the wild west:
AParticipati on of Blpckdhdin consargasocalisessBlockehainp |l at f or

Source: Gerhard Schwabe (2019), The Role of Public Agencies in Blockchain Consortia: Learning from Cardossier
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cardossier

Managing the life cycle
of a car with blockchain technology

f Cardosser account for free!

More information:
Source: https://www.youtube.com/watch?v=JIZO2vmVW6lI M0b|||ty in the BlOCkCha|n SerieSZ C“Ck & Dl’ive
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The Penguin huddle

V What is a Penguin huddle?

A Sticking together to survive
A From minus 30° to plus 30°

V' Managing conflict of interest through
common sense

\/ Conflict of interest becomes:
A Common good
A Common value
A Common sense

=>The need for governance



https://www.google.ch/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=&url=https://physicsworld.com/a/huddling-emperor-penguins-undergo-phase-transition/&psig=AOvVaw2mv18ZZAUbH3KLywXk7y-2&ust=1573891865566411
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New practice:A Di stri butedo cul tomiedsed nd i

N T h ePowered
Organization: The main
chall enge 1 sn:
technol ogy. | 1

(Tim Fountaine et al, HBR, Jul-Aug 2019)

fFor the Blockchain
ecosystem to function,
a distributed culture
mindset is needed.o

(Ursula Sury, 2019)

A
v

Structure addressing:
Note: Structure follows strategy (Alfred D. Chandler) and Culture eats strategy for breakfast (Peter F. Drucker) Gover nance Of eco System

Driving Blockchain Governance




Associationd0s purpose drives ecos"

cardossier

Governance value chain

e

2 2

K
"
N/

Note: Swiss NPO-Code for Corporate Governance (2006) and GDPR, incl. KYC and AML (2019)
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Strategic and operative governance in the Blockchain

High

— Strategic level

— Operative level

Business governance

low

lo

»  Technology governance

Note: Corporate Governance Matrix (CGM) in the Blockchain developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich

Driving Blockchain Governance




Strategic and operative governance in the Blockchain

High
o
c A
@
= A
> A
(@)]
7 A
Q
= A
5
m A
A
low A

»  Technology governance

lo

Note: GDPR means General Data Protection Regulation (EU Directive incl. AML), CGM developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich
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Data compliance and data protection management

Data protection
laws and
regulations

Compliance and
due diligence

Protection of
ecosystem

4 4 I3

Driving Blockchain Governance

<

%

Tt o0 00

Cardossier
Bylaws
Art. 28-32:
Foundation

Rules of data

committee

Enforcement

Note: Adapted from Ursula Sury, Hochschule Luzern



Private Blockchain with node management to ensure trust

@
’ \

Seller, {==% Data rights Importer
Rental management of

—_— each ni ndi v —
..................... node and relation -

Manufacturer and suppliers

: Data protection
Code of Corda generates: committee

ecosystem A Trust anchor key . e
* Protect * a A Identity key Dealer,
A Workshop . On-line platform

Road Traffic @ Insurance Guarding angel:
Data protection committee

Authority

Note: Adapted from Ursula Sury, Hochschule Luzern



Private Blockchain with General Data Protection Regulation
(GDPR) and data privacy management

Road Traffic
Authority

Vehicle
owner

Critical issue:
Data ownership and token economy

Note: Self-sovereign identity (SSI) based on decentralised identity (DID) technology and management

Driving Blockchain Governance
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Summary

1) Assocli ati onos stewardship goenducfied b\
Regulatory Authority with distributed culture:

APublic governmental institutions support trust building
AThinking and acting wvmintdshto a ffAR¥ i st ri but ed ¢ uflt
I s an i mpedhavieveammangt private memb.e..s
2) Strong crystal-clear strategic and operative
governance approach (CGM):

ACode of ecosystem supervised by data protection
committee and being authorised to sanction

ANode management by trust anchor key and identity key

3) Blockchain technology as enabler to
tokenise data and assets to transfer value

ATrust is the currency for business success

Driving Blockchain Governance




Driving 360° vehicle life cycle management
In Blockchain governance mode

From birth/production to
death/scrapping:

nNCardossi er: ready t o @I 1 *& dir |
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Discussion

Challenges and gquestions:

Reflections:

Driving Blockchain Governance
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Biography

Dr. Otto C. Frommelt is Director of the National Road Office at the Principality of Liechtenstein. He
has top management expertise and significant international experience within the automotive
iIndustry, governmental administration, non-profit organisations and innovative start-up companies.

His Senior Executive roles have been diverse and include those of CEO & Managing Director, Chief Financial Officer (CFO),
Chief Information Officer (CIO), Business Development Director, Marketing Manager, and Chairman/Board Member of
Dealership Groups, Leasing and Rental companies and Non-Profit Organisations (e.g. the Economic and Social Research
Council, UK). Moreover, he is Mentor, Keynote Speaker, an international Scenario, Strategy and Foresight Expert as well as
Business Ambassador. Most recently, he published several articles about Digitalisation to Touch, Autonomous Vehicles and
Mobility in the Blockchain by Click & Drive.

Linkedin:

Contact:

NRO: @ EUROPEAN | iocines.
Cardossier: ANDLAW
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https://www.linkedin.com/in/ottocfrommelt/
https://www.linkedin.com/in/ottocfrommelt/
https://www.linkedin.com/in/ottocfrommelt/
mailto:otto.frommelt@llv.li
http://www.asv.llv.li/
http://www.cardossier.ch/

Vehicle ecosystem in the Blockchain mobility

>
& Manufacturer and suppliers
Scrap merchant
Yo Importer
Buyers,

sellers,
rental
Q i Dealer,
Workshop a Online platform
Road Traffic Insurance
Authority company www.cardossier.ch
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Members expectations and the need for governance

A
20 1IQ\ A=
D e
Membership fee Participation Collaboration Data and tools
One-time joining fee and Actively participate in Share experience and Actively participate in the data market
annual fee according to focus groups and know-how with other (data provisioning / processing),
participation preferences regular meetings partners in the ecosystem and subscribe, install and operate a
to drive innovation Cardossier node
\ )

|
Potential for conflict of interest
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Corporate Governance in the Blockchain and the distributed
culture mindset

High

Business governance

low

. Tlechnology governance high

Note: Corporate Governance Matrix (CGM) in the Blockchain developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich
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Strategic and operative governance in the Blockchain

High

> T To To To To T

Business governance

low

»  Technology governance

lo

Note: GDPR means General Data Protection Regulation (EU Directive incl. AML), CGM developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich
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Strategic and operative governance in the Blockchain

High

o o Io Io I» I»

Business governance

low

»  Technology governance

lo

Note: GDPR means General Data Protection Regulation (EU Directive incl. AML), CGM developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich
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Strategic and operative governance in the Blockchain

High

Business governance

o o Po Io I» Do I»

low

»  Technology governance

lo

Note: GDPR means General Data Protection Regulation (EU Directive incl. AML), CGM developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich
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Strategic and operative governance in the Blockchain

High
o
c A
@
= A
> A
(@)]
7 A
Q
= A
5
m A
A
low A

»  Technology governance

lo

Note: GDPR means General Data Protection Regulation (EU Directive incl. AML), CGM developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich
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Governing the commons: 8 core design principles HBEH%".'{%"S

NMENTAL | DIGITAL

YOI A CNAIDC
SOCIAL cNVIRL

1) Clearly defined boundaries for the common pool resources (CPR)

2) Appropriation and provision of common resources fit local needs and conditions
3) Collective choice arrangements and decisions

4) Effective accountable monitoring of common resources

5) Scale of graduated sanctions

6) Mechanisms of fast, fair and informal conflict resolution

/) Self-determination of community recognised by higher-level authorities

8) Scale up by organization in multiple layers with local CPR at base (polycentric
governance)

Source: Elinor Ostrom (1990), Governing the Commons: The Evolution of Institutions for Collective Action. Nobel Memorial Prize in Economic Sciences (2009): Economic governance and how common
property can be managed by groups using it as well as how to avoid the ecosystem to collapse. See also ourcommons.org: #No commons, No future - social | environmental | digital -
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NRO vehicle report for defect remedy: inspection not passed

MOTORFAHRZEUGKONTROLLE

FURSTENTUM LIECHTEN N

Kundenn

Fahrzeug Prufbericht

Prifungsgrund: Per e Kontr
Priftermin L]

Prufungsergebnis: Prufung

Jmmer

Mangel/Bemarkungen

Bitte beachten Sie die Ruckseite!

Driving Blockchain Governance

Geschatzte Kundin, geschatzter Kunde

Auf dem vorliegenden Priifbericht sind vom Verkehrsexperten festgestelite Mangel dokumentiert
Die auf der Vorderseite dokumentierten Mangel sind unverziiglich, spatestens innert 30 Tagen,

fachmannisch zu reparieren.

F stehen Ihnen 2wel Moglichkeiten fir den Abschluss der Prufung zur Verfugung

a)

Die Reparatur wird durch eine RBV-berechtigte Werkstatt durchgefiihrt. Diese muss nach der
Reparaltur den Prufbericht innert 30 Tagen unterschreiben und stempeln. Zusammen mit dem
Fahrzeugausweis muss der unterschriebene Priifbericht bei der MFK eingereicht werden

b)
Sollten Sie fir die Reparatur keine RBV-berechtigte Werkstatt beauftragen. konnen Sie innert 30
Tagen bei der MFK unter dispo.mfk@livli einen Termin vereinbaren

Wenn die Prifung nicht innert 30 Tagen mit einer der beiden genannten Moglichkeiten abgeschlossen
Qerc-:n kann. wird das Fahrzeug emeut flr eine komplette Priifung aufgeboten

’ Slempbl vom RBV-berechtigten Betneb | Unterschrift f.o?fiév}:erechhg"le_m-ﬁxlarben; ‘

Rechtliche Grundlagen

EU RL 2014/45 Art. S Abs. 1
SVG An. 27

VRV Art. 55 Abs. 3

VZV Art. 85 Abs. 1, bst. b

Motorfahrzeugkontrolle
Gewerbeweg 2

9490 Vaduz

E-Mail: dispo.mfk@liv.li
Tel. 00423 / 236 75 01
Fax. 00423 /236 7509

v v Y

N

-




DApp: vehicle inspection report and authentication by token

b o
¥
LANDESVERWALTUNG "

Stammnummer des Fahrzeug, fir das die :
RBV-Bestdtigung abgegeben werden soll  937.306.267 t =
ERaE
B
|'n'.g_
=
L
(it
Riickmeldung «Reparaturbestatigung» [ 1

Monstoische L Improssum Datensch KISrung

RBV-berechtigte Werkstatt ruft den Status des Fahrzeugs mittels:

A Scanner oder
A Eintragung der neunstelligen Nummer

auf der DApp auf
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DApp: confirmation of defect remedy triggering a smart contract

} g
I >

LANDESVERWALTUNG
RSTENTUM LIECHTE

Fir das Fahrzeug mit der Stammnummer 937.306.267 (Triumph Tiger 900 / ZH 6806) sind folgende
Mangel protokolliert: i
Fahrzeug-P{ Reachtlicher Hinweis: m Alle aufgefihrten Mangel

wurden fachgerecht v
behoben. Das Fahrzeug ist
verkehrs-und betriebssicher.

Der Bestatigende nimmt zur Kenntnis, dass er
wegen Urkundenfadlschung bzw. Erschleichen einer
falschen Beurkundung verzeigt wird, sofern er die

Reparaturbestatigung abgibt, ohne dass die ;

Priiammir aufgefihrten Beanstandungen behoben wurden. | REChUIChe MINWEISe

Pratungsgrund werden akzeptiert

Pritungsenset  Ausserdem wird die Berechtigung als RBV-Garage J _

Beanstandunt  fijr mindestens 10 Jahre entzogen. Der Fahrzeugausweis des

O T S————— Kunden wurde eingezogen
und vernichtet. ] I
Rickmeldung «Reparaturbestatigung» [ ]

Durch Best2atigen von Arechtliche Hinw rtn unc
absenden des Formulars wird:

A eine rechtskonforme Reparatur angezeigt (mit Zeitstempel)

A alter Fahrzeugausweis kann durch Werkstatt eingezogen werden
Smartcontractl ©° st Aaut omati schi das Drucken\ /
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RCP DApp solution design by NRO

A Brainstorming workshop to sketch and
understand:

\/ Repair confirmation procedure

V/ Process per se and process improvement
\/ Actual and new interface

V' ldentify tokenisation (T) and smart contract

A Design input to create Blockchain-enabled
Interface for NRO IT-system and to code RCP

DApp (incl. Cardossier)

Driving Blockchain Governance
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Briefverkehr wird durch Token ersetzt: Folgeprozesse automatisiert

A Nutzung der
Blockchain- } Vorteile
Technologie zur
Verifizierung der
Prozessschritte A Reparaturbrief A Transparenz: Leichte

" A Recht auf Neupriifung

ermoglicht eine (Token) Auditierbarkeit durch

Prozessminimier- i verbrieft auf seternity Automatisierung der Vorgange

ung seitens des Blockehain A Prozessminimierung:

Amts fiir Kosteneinsparung seitens des
A Reparatur (]

StraRenverkehr p Amts fir StralRenverkehr durch

A Einzug Fahrzeugpapiere Automatisierung der Prozesse

A Datenschutz: Unlesbarkeit der
Daten, nach Ablauf der
— A BessitigurietmereREparatur Mindestaufbewahrungszeit
{\  gettetepsiteBRcKobeTht sichergestellt
J A Rechtauf neuen A Multisystem: Anbindung weiterer
Fahrzeugausweis (Token)

i verbrieft auf seternity externer Systeme madglich
Blockchain

I A Uberoriifunc.des.Prifbericl

N\ A Ausstellung neuer
NATIONAL ROAD OFFICE

PRINCIPALITY OF LIECHTENSTEIN Fah rzeugaUSWEiS




Driving Blockchain Governance




What is potentially in for your organisation?

Which added value is relevant for your organisation?
For which use cases are you interested Iin?
Are there use cases that can jointly be developed and implemented?

Would you like to play a strategic role in the Cardossier association?

Are you ready for:
Creating outstanding business opportunities together

Driving Blockchain Governance




EUROPEAN FOR TAXES

ECONOMICS

ACADEMY AND LAW

Topics and use cases

PROCESS OPTIMIZATION INTERGOVERNMENTAL COOPERATION H H H H
S s o Public Sector Artificial Intelligence &
Blockehain Summit

18 - 19 November 2019, Berlin
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